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The advent of foundational models
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Explainable AI

• The science of interpreting the reasons 
behind the decisions made by learning 
systems to a human 
• Typically a complex learning system 

• Reasons are called explanations  

• Multiple stakeholders  — ML engineer/
scientist, end user, auditor,..

Avishek Anand

Explainable AI 

Credit: https://xkcd.com/2265/



Why, When, and What
Explainable Information Retrieval
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Information Prioritisation in IR

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

SearchHealth hazards

Millions or Billions of documents Ranking

The Document Ranking Task
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Deep Models for Ranking

SearchHealth hazards

Millions or Billions of documents Ranking

The Document Ranking Task

Ranking Model

Deep Learning based  
Contextual Models 
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Why interpretability ?

SearchKeyboard rankings

Rank 1 Logitech light speed is nothing but the best  keyboard  acc. to rankings

acceptable Logitech light speed is nothing but the best  keyboard  acc. to rankings

Add the term “acceptable”

Rank 20

Big drop

Bert rankers are brittle, Wang, Lyu & Anand,  [ICTIR 2022] 
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Why interpretability ?
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ABSTRACT

Contextual ranking models based on BERT are now well estab-
lished for a wide range of passage and document ranking tasks.
However, the robustness of BERT-based ranking models under ad-
versarial inputs is under-explored. In this paper, we argue that
BERT-rankers are not immune to adversarial attacks targeting re-
trieved documents given a query. Firstly, we propose algorithms
for adversarial perturbationof both highly relevant and non-relevant
documents using gradient-based optimization methods. The aim
of our algorithms is to add/replace a small number of tokens to
a highly relevant or non-relevant document to cause a large rank
demotion or promotion. Our experiments show that a small num-
ber of tokens can already result in a large change in the rank of
a document. Moreover, we find that BERT-rankers heavily rely on
the document start/head for relevance prediction, making the ini-
tial part of the document more susceptible to adversarial attacks.
More interestingly, we find a small set of recurring adversarial
words that when added to documents result in successful rank de-
motion/promotion of any relevant/non-relevant document respec-
tively. Finally, our adversarial tokens also show particular topic
preferences within and across datasets, exposing potential biases
from BERT pre-training or downstream datasets.

CCS CONCEPTS

• Information systems→ Adversarial retrieval.

KEYWORDS

BERT, ranking, neural networks, adversarial attack, biases

1 INTRODUCTION

Adversarial examples are small deliberate perturbations to an in-
put instance that can lead to wrong predictions. There is a grow-
ing amount of work that has shown that over-parameterized neu-
ral models can easily be fooled/attacked for a variety of machine
learning tasks [5, 8, 12]. Adversarial examples not only showcase
the limitations of the underlying trained model by exposing non-
intuitive and unreliable results, but they also expose the potential
biases of the model or training corpus.

The ability to generate adversarial examples for ranking models
is of substantial interest to search engines and e-commerce web-
sites, that are increasingly using neural ranking models. Addition-
ally search engine optimization (SEO) companies benefit from ad-
versarial terms that can potentially improve the ranking of any
arbitrary document. Finally, adversarial examples also provide an
insight into the inner workings of the models in terms of spuri-
ous correlations resulting from pre-training and fine-tuning pro-
cedures.

Figure 1: The five adversarial tokens added to the begin-
ning of the highest-ranked document for 40 queries from
ClueWeb09, selected by local ranking attack method to de-
mote the document. Specific tokens frequently recur across
queries. The frequency is denoted by the color.

So far, however, the question of adversarial perturbations for
text rankingmodels has not been addressed in detail. Existingworks
on document perturbations for text ranking deal predominantly
with black-box attackswith limited applicability [9], human-assisted
adversarial examples [2] or for interpretability of rankers [11]. In
thiswork, we proposewhite-box adversarial attacks onBERT-based
rankers by perturbing text documents.

Unlike adversarial perturbations on images where arbitrarily
small changes are possible in the image space, text data is differ-
ent and arguably more challenging. Due to the discrete nature of
language, small changes in the input space in the form of word
additions or replacements can easily cause a big difference in em-
bedding vectors. In this paper, we define the problem of adversarial
ranking attacks that generate adversarial terms/tokens that when
added to a retrieved document greatly shift the rank of the docu-
ment. Note that we choose to perturb long documents since it is
hard to detect instead of perturbing queries.

We consider two attack scenarios – (a) where a highly relevant
document is demoted, and (b) where a lowly ranked document is
promoted. Additionally, we define the scope of adversarial rank-
ing attacks on a per-query level and on an entire query workload.

Q
ue

rie
s

Adversarially added terms

Bert rankers are brittle, Wang, Lyu & Anand,  [ICTIR 2022] 
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Question Answering

Where is the worlds largest flower garden located ? 

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query
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Question Answering

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

The Dubai Miracle Garden is certainly aptly named 
considering that -- like pretty much everything in this 
Middle Eastern destination -- it was built on desert land. 
Billing itself as the world's largest natural flower garden, 
the 72,000-square-meter attraction has more than 60 
million flowers on display. 

Where is the worlds largest flower garden located ? 
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Fact Checking

Query: san francisco bay area contains zero towns  

Explain and Predict, and then Predict Again, Zhang, Rudra & Anand,  [WSDM 2021] 

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query
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Fact Checking

Retrieved Document: the san francisco bay area, referred to locally as the 
bay area is a populous region surrounding the san francisco and san 
pablo estuaries in northern california. The region encompasses the major 
cities and metropolitan areas of san jose, san francisco, and Oakland, 
along with smaller urban and rural areas. The bay area's nine counties 
are ......Santa Clara, Solana and Sonoma. The combined statistical area of 
the region is the second largest in california after the Los Angeles area.  

Query: san francisco bay area contains zero towns  
The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query
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Many Others

Figure 3: Interactively adding Finn to the knowledge base

Figure 4: Alternative entities named Finn
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Knowledge-base 
Construction  Conversational AI  Citation Discovery 

Wide variety of tasks that can be solved using intelligent algorithms with access 
to world knowledge
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Question 
Answering

Fact 
Verifi

Knowledge 
Enrichments

Knowledge Intensive Tasks

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

Query: san francisco bay area 
contains zero towns  

Retrieval and Ranking
Information Prioritisation

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

Ranking Model

Solution Framework
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Question 
Answering

Fact 
Verifi

Knowledge 
Enrichments

Knowledge Intensive Tasks

d1 
d3 
d5 

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

Query: san francisco bay area 
contains zero towns  

Retrieval and Ranking
Information Prioritization

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

Task Model

Solution Framework
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Question 
Answering

Fact 
Verifi

Knowledge 
Enrichments

Knowledge Intensive Tasks

d1 
d3 
d5 

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

Ranking Model

Task Model

Solution Framework

Deep Learning based  
Contextual Models 

Deep Learning based  
Contextual Models 

Query: san francisco bay area 
contains zero towns  

Retrieval and Ranking
Information Prioritization
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Question 
Answering

Fact 
Verifi

Knowledge 
Enrichments

Knowledge Intensive Tasks

d1 
d3 
d5 

Ranking Model

Task Model

Solution Framework

Deep Learning based  
Contextual Models 

Deep Learning based  
Contextual Models 

Query: san francisco bay area 
contains zero towns  

Retrieval and Ranking
Information Prioritization

Complex and Non Interpretable
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Why interpretability ?

Evidence Document: the Boston area, encompasses the major cities and 
metropolitan areas. The Boston area is a bustling region for economic and 
commercial growth. This is one of the oldest developed metro areas in the united 
states of America. 

Query: san francisco bay area contains zero towns  

Right for the Right Reason
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Why interpretability ?
Interpretable algorithms for Knowledge Intensive Tasks

Legal recourse Improve trust

Utilize insights to improve models



Notions in ExIR
Explainable Information Retrieval
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Interpretable models

We say something is interpretable is if its capable to be understood by a human on its own  

How does the AI system arrive at its decisions or predictions?

Interpretable models are designed to have transparent and understandable structures, making it easier 
to trace and comprehend the factors that influence the system's outputs. 

Model 2 : Okapi BM25

Avishek Anand 15

• Limitations of the BIM model
• Modelled for short text, snippets
• Term frequency not taken into account
• Length normalization missing

• BM25 “Best Match 25” (they had a bunch of tries!)
• Be sensitive to TF and Doc. Length while not adding too many parameters
• Based on 2-Poisson process but ultimately very heuristic
• dl : document length, df : document frequency, tf: term frequency
• k1 is set around 1.2–2 and b around 0.75

RSV BM 25 = log N
dfii∈q

∑ ⋅
(k1 +1)tfi

k1((1− b)+ b
dl
avdl

)+ tfi
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Explainability vs Interpretability

Explainable 

Explainable methods aim to produce human-understandable explanations in natural language or 
other interpretable forms. [users perspective]

Interpretability is the ability to explain or to present in understandable terms to a human

[Doshi-velez & Kim ]

No Consensus 



          Explainability  
          [user perspective]

24

Explainability vs Interpretability

Interpretability  
[systems perspective]
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What questions are we interested in ?

• Which features are responsible for a document ranking ? 

• Which data instance are responsible for a classification ? 

• Which parameters are responsible ? 

• Why is one document ranked higher than the other for my query ? 

• What happens if we vary the query/document content`s ? 

• …
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Is there ONE interpretability ?

Multiple stakeholders Multiple Explanations Multiple Methods
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Feature attributions 

SearchHow to find the Mean ?

Query Explanation

How to find the Mean ?

Doc Explanation

Mean is the average of the input arguments 

Heatmaps, Saliency Maps, Attributions, soft masks

Ranking model 1

How to find the Mean ? Judy was  the meanest of the girls 
Query Explanation Doc Explanation

Ranking model 2
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Free-form text

SearchHow to find the Mean ?

Model 1
X, statistics, plus

Explanation terms

Model 2

Meaning,  definition, dictionary

Explanation terms

• Terms from the potentially relevant documents  

• Topics mined from relevant documents 
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Extractive explanations

SearchHow to find the Mean ?

Model  X, statistics, plus

Free-text ExplanationHeatmaps

How to fi

Extractive Explanation: The  mean  is the average of the numbers and it is easy 
to calculate: add up all the numbers, then divide by how many numbers there are. In 
other words it is the sum divided by the count. How do you handle negative 
numbers? Adding a negative number is the same as subtracting the number (without 
the negative). For example 3 + (−2) = 3−2 = 1. 
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Pointwise, Pairwise, Listwise Explanations

The scope of explanations for ranking tasks

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

The Document Retrieval Task

Query: “furry cats”

Objective: Rank docs acc. to relevance to query

SearchHow to find the Mean ?

D1

D2

D3

Pointwise explanations:  
Why is a document relevant ?

Pointwise explanations:  
Why is a document more relevant than another ?

Listwise explanations:  
Why is a ranking relevant ?



Approaches in ExIR
Explainable Information Retrieval
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Approach Families
Interpretable algorithms for Knowledge Intensive Tasks

During Model Building After Model Building

Accuracy vs Interpretability

Interpretable by design 

No compromise on accuracy

Posthoc Interpretability

How to find the Mean ?
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Approach Families
Interpretable algorithms for Knowledge Intensive Tasks

During Model Building After Model Building

Accuracy vs Interpretability

Interpretable by design 

Explanations 100% reliable

No compromise on accuracy

Posthoc Interpretability

Hard to measure reliability

How to find the Mean ?
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Mapping to IR Abilities

SearchHow to find the Mean ?

Does Ranking models understand world knowledge ?  

Does Ranking models understand matching, BM25, entity matching ?  

Does Ranking models understand IR abilities encoded in IR axioms?  
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Interpretability Landscape
https://arxiv.org/abs/2211.02405Explainable Information Retrieval: A Survey

AVISHEK ANAND and LIJUN LYU, Delft University of Technology, The Netherlands
MAXIMILIAN IDAHL, YUMENG WANG, JONAS WALLAT, and ZIJIAN ZHANG, L3S Research
Center, Leibniz University Hannover, Germany

Explainable information retrieval is an emerging research area aiming to make transparent and trustworthy
information retrieval systems. Given the increasing use of complex machine learning models in search systems,
explainability is essential in building and auditing responsible information retrieval models. This survey! lls a
vital gap in the otherwise topically diverse literature of explainable information retrieval. It categorizes and
discusses recent explainability methods developed for di" erent application domains in information retrieval,
providing a common framework and unifying perspectives. In addition, it re#ects on the common concern of
evaluating explanations and highlights open challenges and opportunities.

1 INTRODUCTION
Information retrieval (IR) systems are one of the most user-centric systems on the Web, in digital
libraries, and enterprises. Search engines can be general-purpose (e.g., Web search) to specialized
expert systems that are geared towards expert consumption or support, including legal and patent
retrieval IR [22], historical search [55, 56], and scholarly search [49, 116]. On the one hand, riding
on the recent advances of complex machine learning (ML) models trained on large amounts of
data, IR has seen impressive performance gains over classical models [73]. On the other hand,
complex models also tend to be opaque and less transparent than their classical and arguably
simpler counterparts. Therefore, towards an important goal of ensuring areliableandtrustworthy
IR systems, recent years have seen increased interest in the area of explainable information retrieval
(ExIR).

1.1 Motivation
Firstly, in IR, there has been su$ cient evidence of how user interaction data from search engines
can be a source of biases, especially associated with gender and ethnicity [13, 83, 100]. When
undetected and unidenti! ed, the users of an IR system too are exposed to stereotypical biases that
reinforce known yet unfair prejudices. Secondly, model retrieval models based on transformer-style
over-parameterized models can be brittle and sensitive to small adversarial errors [132]. Recently
developed inductive biases, pre-training procedures, and transfer learning practices might lead
these statistical over-parameterized models to learn shortcuts [44]. Consequently, shortcuts that do
not align with human understanding results in learning patterns that areright for the wrong reasons.
Finally, expert users using specialized search systems Ð in legal search, medicine, journalism,
and patent search Ð need control, agency, and lineage of the search results. For all the above
IR-centric reasons, among many other general reasons Ð like utility for legal compliance, scienti! c
investigation, and model debugging Ð the! eld of ExIR provides thetools/primitivesto examine
learning models and the capability to build transparent IR systems.

1.2 The Landscape of Explainable Information Retrieval
Although interpretability in IR is a fairly recent phenomenon, there has been a large amount of
growing yet unorganized work that covers many tasks and aspects of data-driven models in IR.
This survey aims to collect, organize and synthesize the progress in ExIR in the last few years. ExIR

AuthorsÕ addresses:Avishek Anand, avishek.anand@tudelft.nl;Lijun Lyu, L.Lyu@tudelft.nl, Delft University of Technology,
P.O. Box 1212, Delft, The Netherlands;Maximilian Idahl, idahl@l3s.de;Yumeng Wang, wang@l3s.de;Jonas Wallat, wallat@
l3s.de;Zijian Zhang, zzhang@l3s.de, L3S Research Center, Leibniz University Hannover, Appelstr. 9a, Hannover, Lower
Saxony, Germany.
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Explainable IR

Post-hoc

Feature
Attribution ¤3

Free-text
Explanations¤4

Adversarial
Examples¤5

Grounding to IR Properties

Axiomatic
Analysis¤6

Probing¤7

Interpretable by-design

Explainable
Architectures¤8

Rationale-based
Methods¤9

Fig. 1. Categorization of explainable IR approaches, where ¤ indicates the section the approach is discussed.

has quite a diverse landscape owing to the continued and sustained interest in the last few years.
The initial approaches in ExIR were adaptations of widely popular feature-attribution approaches
(e.g., LIME [102] and SHAPÕs [76]). However, in the following years, there has been a multitude
of approaches that tackle speci! c problems in IR. We cover a wide range of approaches, from
post-hoc approaches(cf. Sections3, 4 and5), grounding toaxiomatic approaches(cf. Section6), to
interpretable-by-designmethods (cf. Section8 and Section9).

1.3 Methodology and Scope

Before we started our literature review, we needed to collect a corpus of relevant papers for ExIR
and delineate the boundaries of the review.

1.3.1 Corpus Creation.We started with very! rst works in ExIR (e.g., [29, 112, 113]), to build up an
initial pool of papers. We did then forward search from this initial set of papers that mention terms
Ò(explain*ORinterpretab*ORexplanation*ORtransparen*)Ó AND Ò(retriev*ORrank*Ó. Secondly, we
limited our search to articles published in the past! ve years (2018 Ð 2022) to provide a representative
window into current best practices that have emerged since the inception of the earliest works in
ExIR in the following IR venues Ð ACM Special Interest Group on Information Retrieval(SIGIR),
International Conference on the Theory of Information Retrieval(ICTIR), International Conference
on Web Search and Data Mining(WSDM), Conference on Information and Knowledge Management
(CIKM), the ACM Web Conference(TheWebConf). In total, after! ltering, we ended up with68
papers that we consider in this review that are partially relevant. A subset of32papers of those
partially relevant papers! nd more detailed treatment in this survey.

1.3.2 Scope.We note that many of the methods in ExIR have methodological overlap with those
invented in ML, natural language processing (NLP), and recommender systems (RS) communities. In
fact, most of the approaches in ExIR are based on seminal papers in these communities. We only focus
on core-IR issues in this survey and, wherever possible, clearly spell out the distinctions from similar
approaches in NLP, RS and ML in general. Rationale-based models have been heavily investigated
in NLP. We cover only the methods popularized in IR-centric or venues. Our survey focuses on
rationale-based models, i.e., document-ranking tasks, in learning-to-rank (LTR), and tasks that rely
on a retrieval component. Also, RS have a lot of work and even surveys in explainability [145].
We only survey those approaches that are useful for query modeling in query-based systems. The
papers on the topics of personalization search or explainable RS, although they can be considered as
user modeling applications of ExIR, were not selected due to either lack of speci! c interpretability
methods or being more suitable to be classi! ed into a relatively independent! eld of study. We also
exclude IR approaches dealing with image or multi-modal data.

Pre-print
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Schedule

Posthoc interpretability

Introduction, motivation and notions

Intrinsic interpretability or Interpretability by design

Probing LLMs

Axiomatic IR for explaining IR models

Evaluation or ExIR methods

Conclusion and open problems

Demo
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Interpretability Landscape
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has quite a diverse landscape owing to the continued and sustained interest in the last few years.
The initial approaches in ExIR were adaptations of widely popular feature-attribution approaches
(e.g., LIME [102] and SHAPÕs [76]). However, in the following years, there has been a multitude
of approaches that tackle speci! c problems in IR. We cover a wide range of approaches, from
post-hoc approaches(cf. Sections3, 4 and5), grounding toaxiomatic approaches(cf. Section6), to
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International Conference on the Theory of Information Retrieval(ICTIR), International Conference
on Web Search and Data Mining(WSDM), Conference on Information and Knowledge Management
(CIKM), the ACM Web Conference(TheWebConf). In total, after! ltering, we ended up with68
papers that we consider in this review that are partially relevant. A subset of32papers of those
partially relevant papers! nd more detailed treatment in this survey.

1.3.2 Scope.We note that many of the methods in ExIR have methodological overlap with those
invented in ML, natural language processing (NLP), and recommender systems (RS) communities. In
fact, most of the approaches in ExIR are based on seminal papers in these communities. We only focus
on core-IR issues in this survey and, wherever possible, clearly spell out the distinctions from similar
approaches in NLP, RS and ML in general. Rationale-based models have been heavily investigated
in NLP. We cover only the methods popularized in IR-centric or venues. Our survey focuses on
rationale-based models, i.e., document-ranking tasks, in learning-to-rank (LTR), and tasks that rely
on a retrieval component. Also, RS have a lot of work and even surveys in explainability [145].
We only survey those approaches that are useful for query modeling in query-based systems. The
papers on the topics of personalization search or explainable RS, although they can be considered as
user modeling applications of ExIR, were not selected due to either lack of speci! c interpretability
methods or being more suitable to be classi! ed into a relatively independent! eld of study. We also
exclude IR approaches dealing with image or multi-modal data.
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